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6. &EA (cms/cms5678)

EEMBER

ip addr

1168,

localhost fogin:

Lemsl Loca Lh

7. BECUAEEERR

global cthe

dockerd

delault glen 1688

te UF group default gqlen 188

state DOMN group defanlt

sudo vi /etc/NetworkManager/system-connections/eth@.nmconnection

SR RERMEERTE

sudo nmcli c reload

sudo nmcli d reapply etho

DHCP

Static IP
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El{EA CMS
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Secure your network against Virus,
Intrusions, and Web threats.
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1. EOREERK
cd /home/cms/cms

2. # CMS-2.0.0.tar MEEZFERK

vi docker-compose.yml

image: cms:1.5.1 --> image: cms:2.0.0

5. ERBY Docker BIO]52 %

docker compose up -d

BHERNE
1. 1) Database BB E /home/cms/mongodb/backup/data.gz

cd mongodb
mkdir -m 777 backup

docker run --rm --network host -v $PWD/backup:/backup mongo:3.6 mongodump
--authenticationDatabase cms -u cmsuser -p cmspass --archive=/backup/data.gz --gzip --host

localhost:27017 --db cms

2. =R Database &l

docker run --rm --network host -v $PWD/backup:/backup
mongo:3.6 mongorestore --authenticationDatabase cms -u

cmsuser -p cmspass --archive=/backup/data.gz --drop --gzip --host localhost:27017 --db cms
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LIONIC | Threat Encyclopedia

Atlassian Jira makeRequest SSRF
B Summary
Signature ID BO11312000
RAule Categary Web-theeat
Severity Medium
Created Date 2020-03-20
Update Date 2020-03-20
B Details
Affected Products Ailassian Jira
Affected OS5 Linux , MacOS , Windows
Description Atlassian Jira is valnerable to server-side request forgery (SSRF)
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ADMEIEERE

R AEERNGFERHERDEE CMS ENHOEE - CMS BE S0 LUEBRMAL
#3915 (CMS Portal ) ~ BIZ AOMISEAZB L DEES - EARNSEEHUADRBILER
ZENEESZERBENERE -

|_|O Vl)c © administrator @ ¥R |+
e il \OEusERE
BHg
S AREE t HE - ¥V =3 + &
L £

=(-1 )

LR b

@ RREE

{Efme

ERE®

i

1. BARY CMS Portal Ih8E

vi /home/cms/cms/docker-compose.yml

environment:
- CMS_ADDRESS=0.0.0.0:4221

- CMS_PORTAL_ADDRESS=0.0.0.0:80

2. FARBAXE 80 Port

sudo firewall-cmd --zone=public --permanent --add-port=80/tcp

sudo firewall-cmd -reload

3. ERICMS Server

docker-compose -f /home/cms/cms/docker-compose.yml up -d

22
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4. RESTHESTTAE - BIoJE A CMS Portal + S5 E A ERIERFMEL http://CMS_IP
HIETECWAN

]

#i0{EA CMS Portal
B
CMS Portal wREER

Secure your network against Virus,
Intrusions, and Web threats.

BN
5. BloliErEeElENRNERKE
I”.lo-\‘.!c © peterpon & S BE |-
® snwm REFE
LIS e
A #m = NF- ¥ =3 # 4 B
MAC it HEEN 1P firht miRiEE
myark 10,10.0:207 133
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INBEEX XE

NTP BB
HFEBERT - CMS EE#EZE 2.almalinux.pool.ntp.org #ETRIEIEL - o] DUBBERALE X
BN I8 AR NTP Server - ERRSERUT -

1. #REEER

sudo vi /etc/chrony.conf

2. % 2.almalinux.pool.ntp.org EXRIEERK NTP server

pool 2.almalinux.pool.ntp.org iburst

3. ER/ chronyd &£%4

sudo systemctl restart chronyd

Firewall Bt &
YE5¢ Port E &R L

e TCP port 22: SSH service.

e UDP Port 123: NTP service

e TCP port4221: CMS Web Ul.

o TCP port 4222: Pico-UTM connects to CMS via this port.

e TCP port 4223: CMS signature update service for Pico-UTM.
e TCP port 8888: CMS proxy service for Pico-UTM.

CMS fEH firewalld EIBFKAER R - MNAFER ssh ThaE - DJLIEEHA sshd BR# 22 Port

sudo systemctl stop sshd

sudo systemctl disable sshd
sudo firewall-cmd --zone=public --permanent --remove-service=ssh
sudo firewall-cmd --reload

24
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EFRE IP 7 o4 ssh

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

address="192.168.8.8" port protocol="tcp" port="22" accept’

sudo firewall-cmd --reload
fHIER IP 4R ssh

sudo firewall-cmd --permanent --zone=public --remove-rich-rule='rule family="1ipv4" source

address="192.168.8.8" port protocol="tcp" port="22" accept’
FETHRE P 7 0] E4R Web GUI

sudo firewall-cmd --zone=public --permanent --remove-port=4221/tcp

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

address="192.168.8.8" port protocol="tcp" port="4221" accept'

sudo firewall-cmd --reload

B ER TE

FERRIFE 4 Asia/Taipei. O] LUE A B2 &E

1. #wEEHE

v

vi /home/cms/cms/docker-compose.yml

2. FERFES Asia/lapan #E 4l

environment:

- TZ=Asia/Japan
3. ER/ CMS Server

docker-compose -f /home/cms/cms/docker-compose.yml up -d

25
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HTTPS Web Ul

FRAE & - CMS B9 Web Ul GBI ZARINZER - DU N ERRUE HTTPS IN& -

1. #wEEE

ot

vi /home/cms/cms/docker-compose.yml

2. H% CMS_CERT *D CMS_KEY //J\\j]DéJiﬁ %;Q%EP

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt

- CMS_KEY=certs/server.key
3. ERI{CMS Server

docker-compose -f /home/cms/cms/docker-compose.yml up -d

4. IRERPYLEESB https//CMS_IP4221 - IREEFEHABCHRE  SEEBRENR
BERE  WIFAAR -

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt
- CMS_KEY=certs/server.key

volumes:

- ./certs/server.crt:/app/certs/server.crt

- ./certs/server.key:/app/certs/server.key

26
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RIBETERE

ZIBLAL T ZERIB0 100GB 7 Z=E

1. BB CMS 17388 VMWare/VirtualBox g S =& EF 200GB -

2. FRLCMS WEALL MR -

sudo parted ---pretend-input-tty /dev/sda resizepart 2 100%
sudo partx -u /dev/sda
sudo pvresize /dev/sda2

sudo lvextend -1 +100%FREE -r /dev/almalinux/home

27
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B PR HERR

BREHIRS
WRTE S5 DIEALIR 10 REMIER - IRPREEE 5 7 - RN M EERE

docker exec -it cms /app/cms -cmd unlock -account bob

TSRO
MREEERPEB TR - APULIEZERISEERE - IN I RIRPHERENR
123456 :

docker exec -it cms /app/cms -cmd password -account bob -password 123456
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