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Setup Steps

Installation Steps:

1. Download CMS VM installer

2. Select the CMS VM installer format
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3. Create a VM name and import

Fleyes =

Tnper sl Magine ==l

Sture the new Virbual Machine

Frovide & neme and bocel storage path For the new
wirbuslmachre,

Name For the new virtual machine:

cwe|

Starage path for the new b machine:
D MR 45

4. Right-click on the icon, select [Setting]

cms - Wilware Workstation 17 Player (Non-commercial use only)

Player =

= O N

Almalinux 9.4 (Seafoam Ocelot)

Kernel 5.14 . 8-427.20.1.e19_4.x86_64 on an xB6_64

2801 -bB11-7882-db59-B2Bc-29ff fel?7-eael login:

7% VA } 15 Player il use anly)

=)

Importing CMS

5. Choose connection mode, select network card

irtual Maghing Scctings ==

Hardvars | cpems
o — ks s
S 268 Flcerractad
beatatars N ¥ Comract & pouse o
S Hard Dk [3050) [{ey=
=) CojovE (D)
Fiocpy Usng chive &  Briiged: Cannected drsctly b the phryzical netmer
7 Matwark Adaptar Bricigad (A tomaticy Repicate physicel nebwceb connection state
Clriscley Lmenitor
B configure Adsplers
AT Lised b0 shave the host s [P addbess
Hest-orky: & prleste reboek shared vkt the host
Custon: Spachic vl rebuork
LA segmen;
Lab Sequiarts.. | | Advanced ..
add Aenme
=3 Carcd | [ o

Automatic Bridging Settings =

Select the host network, adapteris) wou want to
automatically bridge:

| Intel{R) Ethernet Connection I217-Y
Phantom TAP-Windows Adapter 49

| (8] 4 | | Cancel | | Help
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6. Login(cms/cms5678)
check network information
ip addr

B4 o an xB6_Gd

508 HE b

state UP group defoult glen 168

speue state DOWY growp defanlt

7. Change network settings

sudo vi /etc/NetworkManager/system-connections/eth@.nmconnection
Restart network settings after changes

sudo nmcli c reload

sudo nmcli d reapply ethe

DHCP Static IP

n
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8. After setup is complete, open http://CMS [P:4221 in a web browser to log in.
Default credentials: cmsadmin / cmssecretpass

Welcome to CMS

Login

CMS

Secure your network against Virus,
. and Web threats.

Lionic Confidential 2022 Lionic Corp.
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Upgrade steps

1. Navigate to the folder

cd /home/cms/cms

2. Put CMS-2.0.0.tarin VM

3. Import the file

docker load --input cms-2.0.0.tar
4. Change the file version

vi docker-compose.yml

image: cms:1.5.1 --> image: cms:2.0.0

5. Restart Docker to complete the process

docker compose up -d

Database backup and restore

1. Create database backup file/home/cms/mongodb/backup/data.gz by below
commands.
cd mongodb

mkdir -m 777 backup

docker run --rm --network host -v $PWD/backup:/backup mongo:3.6 mongodump
--authenticationDatabase cms -u cmsuser -p cmspass --archive=/backup/data.gz
--gzip --host localhost:27017 --db cms

2. Prepare backup file/home/cms/mongodb/backup/data.gz and use below
command to restore database.

docker run --rm --network host -v $PWD/backup:/backup
mongo:3.6 mongorestore --authenticationDatabase cms -u

cmsuser -p cmspass --archive=/backup/data.gz --drop --gzip --host
localhost:27017 --db cms

Lionic Confidential 2022 Lionic Corp.
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Overview

Dashboard:

[Dashboard] displays the operational status and device information of the CMS
management devices, including detection history, recent threats, threat statistics or
rankings, threats counts , ranking of attacked devices.

Devices:

[Devices] displays the devices configured to connect to CMS management.

Groups:

Groups: [Groups] feature allows grouping of different devices.

Policy Template: Create execution rule templates for various security
protection features, including antivirus systems, intrusion prevention,
malicious website blocking, and firewalls.

Whitelist: When the security protection features of the CMS management
device compromise safe files or block trusted connections, the whitelist
feature can be used to restore normal operation.

Threats:

Display execution records of various security protection features.

System:

Users: [Users] page allows adding users and establishing account passwords
and permissions control.
User Activities: [User Activities] page lists all configuration changes made by
CMS administrators in the web control interface.
Notification: [Notification] Function can send threat information via email to
the designated mailbox when the CMS detects a cybersecurity threat on the
managed devices. Additionally, it can periodically send information on
inspection history, threat statistics, system anomaly records, etc, to the
designated mailbox.
Signatures: When users require access to the CMS firmware and feature code
update server due to network connection restrictions, they can upload and
manage firmware and feature code updates through this page.
Portal Users: Administrators can add users to the portal and assign specific
devices, enabling them to manage CMS functionalities.

8
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Dashboard

The operational status and device information of the CMS management devices will
be displayed here, including detection history, recent threats, threat statistics or
rankings, threats counts , ranking of attacked devices.

Inspection History : Displays the number of files, connections, packet flows, and

packets detected by the CMS management device.

Recent Threats : Displays the latest threat data of the CMS management device.

|_|O “I.c © Administrator & S EN |+

Dashboard
User Nome 3

@ Devices Welcome, Admlnlstl“ator Totol Davices
i1 Groups

@ Threats Inspection History insp Days Recent Threats

& Systern 3 Date

2024-07-11 1:08:54

N7K ne

Wab
Wb
wen

Su mmary B 2024-07-06 - 2024-07-11

Threat Statistics Top Threats

Threat Statistics . Display the recent number of threat events detected by the CMS
management device.
Top Threats . Compile security logs detected by various security protection features

of the CMS management device, list all or various threat rankings based on

detection frequency, and rank devices by the number of attacks.

9
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Dashboard
& Devices
I Groups
|8 Threats

& System

Summary

Threat Statistics
Virus

0

Intrusion

6

Threat Counts

Virus = Wab @ Intr

£ 2024-07-065 - 2024-07-1

Top Threats

By Count

BONZI2000

UDP Port s
an vl 10
il

P BOBE0O000301

Top Devices

1821588123 BRECE203IBOC  Tan

1921688107  AOFEOA000B0OT  Ark

Threat Counts : Aggregate the daily count of security logs detected by each security

protection feature.

Top Devices . Aggregate security logs detected by each security protection feature

and list the top ten devices ranked by the number of attacks.

LioNIS

Dashboard
& Devices
I Groups
|8 Threats

& Systern

Intrusion

6

Threat Counts

10

B4OT7I4008

fl  UDP Port

WeE securesicar

Top Devices

wTe
4 rivyArk

MyFico 192168.8.91
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Devices

On the [Devices] page, display devices connected to the CMS, allowing users to
remotely manage them through CMS.

LioNIS

# Dashboard DeVices

Davice Name Group IF Address Firmware Version

|8 Threats

& Systermn 5 AOFE0S0008D myArk 1

_ = Sort : Click to change the order (ascending/descending) 1= - Click [Sort]
to select a category.
_ YV Filter : Click the input box to filter devices.

- & Actions : Click ¢ Select devices, then click [Actions] to choose an

operation.

- Sync Group Policies ( You can select devices or perform a synchronized
action if changes are configured across all devices ) : After setting up group
functionality, this feature needs to synchronize group devices.

- Activate License : When using the device for the first time, ensure it's
connected to the internet environment. Enter the authorization activation
code and extension code to activate the license, ensuring the device
provides complete security protection functionality.

- Renewal License : The CMS management device will display a reminder 30
days before the license expires. Please promptly complete the subscription
renewal to obtain the extension code. After entering the extension code,
the license period can be extended.

11
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- Upgrade Firmware ( You can perform a synchronized action across all
devices that have not been updated to the latest version without selecting

individual devices ) : Update the devices to the latest version.

- Update Signature ( Without selecting devices, perform synchronized action
on devices that have not been updated to the latest version ) : Devices will
immediately check and download the latest signatures from the signature
server.

- Delete Device : Delete management device.
- & Export as CSV : Export the device list as a CSV file.
Device information :

In the [Devices], clicking on a device's MAC address allows you to access the device,
where you can view device information, adjust protection settings, and more.

LIQ \. | .c © Administrator

= Dashboard DeVices

@ Devices

22 Groups AOF5090009D1

& Threats nformation
L

& System

MAC  AOF5020009D1

Status + Connected

Device Name myArk 7
MAC AOF5080008DI
Model Ark-UTM 16
Group Default Group
WAN IP Address 192.168.8.107

Public IP Address 192.188.8.107

- Whitelist : When the security protection features of the CMS management
device disrupt secure files or block trusted connections, you can restore
normal usage through the whitelist functionality.

e Add whitelist rule : Please search for the disrupted or blocked event
records on the [Threats] page, then click [+] to add to the whitelist.

e Delete whitelist rule : Navigate to the [Policy] page and delete the
specified whitelist rule.

sk This whitelist is configured for individual device settings and is not a
global whitelist.

12
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» After modifying individual device security rules, the changes take effect
immediately without the need to [Sync Group Policies] settings.

» Please refer to the device user manual for detailed explanations on Policy and
Threats.

13
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Groups

[Groups] feature allows you to group different devices together and configure

various security protection functionalities for each group.

Groups

1. Inthe [Groups] page, users can select [+] to add devices for collective

management within the group.

LIONIC

= Dashboard
@ Devices

*: Groups
Groups
Policy Template
Whitelist

® Threats

@ System

Groups

Devices

Q

Anti-Virus

Anti-Intrusion

No Data

© Administrator

Anti-WebThreat

10 v

2. Create a group name and select the devices for group management.

LIONIC

= Dashboard

@ Devices

i Groups
Groups
Policy Template
Whitelist

® Threats

@ System

Groups

Create

Name

Policy Template

= Sont~| V¥
MAC
ADF5090008D1
6BECE2031B0C

6813032966F]

Q

Device Name

myArk

myTera

MyPico

14

IP Address

192168.8.107

192168.8.123

182168.8.81

Version

133

131

260

© Administrator

Status

Lionic Confidential 2022
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3. After confirmation, [Apply].

LIONIC

= Dashboard

@ Devices

i+ Groups
Groups
Policy Template
Whitelist

® Threats

@ System

Groups

Llionic ~

s Sort~
MAC

ADF5080008D]
BBECE203180C

5813D32966F1

4. New creation successful.

LIONIC

= Dashboard

@ Devices

i Groups
Groups
Policy Template
Whitelist

® Threats

@ System

Groups

Devices

Q

Device Nome

myArk

myTera

MyPico

Q

Anti-Virus

Enabl

IP Address

192.168.810°

192168.812:

192168.8.91

3

Anti-intrusion

Enable

© Administrator

Version Status

133

0v 1303

Apply

© Administrator

Anti-WebThreat

Log 1abl Log

10 v 1-efl

sk After creation, navigate to the device list, click 7, select [Actions], and
choose [Sync Group Policies].

15
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Policy Template

Create a security rule template that can be quickly applied when creating a new
group to maintain consistent security rules.

1. Inthe [Policy Templates] page, users can select [+] to add a template.

I'Io “Ic © Administrator

& Dashboard Policy Templates
@ Devices
*: Groups

Anti-Virus Anti-Intrusion Anti-WebThreat
Groups

Policy Template
No Data

Whitelist

® Threats

@ System

2. Create template name, adjust rule settings, after confirmation [Apply].

!—IQ “I,c © Administrator

Create
= Dashboard

@ Devices Name  Lonic

i1 Groups SDE

Groups

Anti-Virus

Enabled @

Action Log and Destroy File +

Policy Template

Whitelist

® Threats

@ System

Scan Files with Cloud Virus Database “

16
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3. After completion, when creating a new group, you can apply the security rule
template.

LIQ “I.c © Administrator

= Dashboard Grou Ps

@ Devices

i+ Groups Create
Groups Name Lionic Test

3 Policy Template slact
Policy Template

Whitelist 1= son~| ¥ =

B Thiect MAC Device Name IP Address Version Status
L reats

@ System
No Data

0 v 0p-00f0

Add

Whitelist ( Global Whitelist ) :

When CMS security measures disrupt legitimate files or block trusted connections,
the whitelist function can be used to restore normal operation.

1. Inthe [Threats] page, users can select [+] to add to the whitelist.

LIONIC @ Administrator

= Dashboord Threats
D Devces

1 Groups
2024-07-1
Groups

Action  Whiteist

Palicy Tempiate

Whitelist

17
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2. After successfully adding, users can view it on the [Whitelist] page

LioNIc

Eg— Whitelist

sk After creation, navigate to the device list, click 2, select [Actions], and
choose [Sync Group Policies].

18
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Threats

When CMS detects cybersecurity threats on managed devices, the relevant threat
information will be uploaded to CMS and displayed in corresponding sections of the
[Threats] page based on different security protection features.

LIONIC

Threats

_ = Sort: Click to change the order (ascending/descending) = - Click [Sort] to
select a category.
_ Y Filter : Click the input box to filter devices.

- B pate range filtering : Filter records by date range
- & Export as CSV : Export the device list as a CSV file.

- Whitelist : When the security protection features of the CMS management

device disrupt secure files or block trusted connections, you can restore
normal usage through the whitelist functionality.

e Add whitelist rule : Please search for the disrupted or blocked event
records on the [Threats] page, then click [+] to add to the whitelist.

*¢ After creation, navigate to the device list, click /, select [Actions], and
choose [Sync Group Policies].

e Delete whitelist rule : Navigate to the [Whitelist] page and delete the
specified whitelist rule.

19
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- Threat Encyclopedia: In the threat logs of [Anti-Intrusion], clicking on [
allows you to access the analysis and solutions for the corresponding

attack -

LIONIC | Threat Encyclopedia

Atlassian Jira makeRequest SSRF

@ Summary

Signature 1D
Rule Category
Severity
Created Date

Update Date

B Details

Affected Products
Aftected 05

Description

BOTI319000
Web-threat
Medium
2020-03-20

2020-03-20

Atlassian Jira
Linux , MacDs , Windows

Atkassian Jira is vulnerable 1o server-side reques!

20

1t forgery (SSRF)
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System

Users

Add user page allows creation of users with account, password, and permission
management.

- Administrator: Has all permissions.

- Regular User: Differs from the administrator in that they cannot manage
users or view management logs.

- Viewer: Can only view and cannot perform any configurations.

LioNIC

& Doshbosed

User Activities

The [User Activities] page displays all changes made by CMS administrators in the
web control interface.

21
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User Activities

Notification

[Notification] feature detects cybersecurity threats on CMS management devices
and uploads them to the CMS. Threat information is then sent via email to a
designated mailbox. Please enter the correct configuration values in the input box
and click [Apply] to complete the setup.

LIONIC

C Y — Notification

Enabled
SMTP Server
SMTP

SMTP Account

22
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Signatures

When users require access to the CMS firmware and feature code update server
due to network connection restrictions, they can upload and manage firmware and
feature code updates through this page.

# Intended for use only in environments completely disconnected from the
internet. Before enabling, please contact LIONIC or your sales partner's technical
support window.

LioNIC

S e— Signatures

Portal Users

If different partners with varying permissions need to assist in managing devices on
the CMS, the CMS administrator can use the CMS Portal to create portal users and
assign devices. This allows different partners to manage their assigned devices
under their portal user identities.

23
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ioNic

# Doshboord Portal Users

@ Devicas

1. Enable CMS Portal functionality.
vi /home/cms/cms/docker-compose.yml

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_PORTAL_ADDRESS=0.0.0.0:80

2. Open firewall port 80.
sudo firewall-cmd --zone=public --permanent --add-port=860/tcp

sudo firewall-cmd -reload

3. Restart the CMS server.
docker-compose -f /home/cms/cms/docker-compose.yml up -d

4. After completing the setup, you can log in to the CMS Portal by opening
http://CMS_IP in a web browser.

24
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Welcome to CMS Portal

Login

CMS Portal

Secure your network against Virus,
intrusions, and Web threats

5. You can now manage the devices assigned by administrators.

LIONIC

Devices

25
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Feature Setting

NTP Configuration

By default, CMS connects to 2.almalinux.pool.ntp.org for time synchronization. NTP
server can be changed by modifying configuration file as below.

sudo vi /etc/chrony.conf

Replace 2.almalinux.pool.ntp.org by new NTP server.

pool 2.almalinux.pool.ntp.org iburst

Restart chronyd to take effect.

sudo systemctl restart chronyd

Firewall Configuration

By default, below ports are open.
e TCP port 22: SSH service.
e UDP Port 123: NTP service
e TCP port 4221: CMS Web Ul.
e TCP port 4222: Pico-UTM connects to CMS via this port.
e TCP port 4223: CMS signature update service for Pico-UTM.
e TCP port 8888: CMS proxy service for Pico-UTM.

CMS uses firewalld to manage firewall rules. If SSH service is not needed. You can
disable sshd service and block TCP port 22.

sudo systemctl stop sshd
sudo systemctl disable sshd
sudo firewall-cmd --zone=public --permanent --remove-service=ssh

sudo firewall-cmd --reload

26
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You can also allow specific IP to access SSH.

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="192.168.8.8" port protocol="tcp" port="22"
accept’

sudo firewall-cmd --reload

To remove above rule:

sudo firewall-cmd --permanent --zone=public --remove-rich-rule='rule
family="ipv4" source address="192.168.8.8" port protocol="tcp" port="22"
accept’

Similarly, you can also allow specific IP to access web Ul.

sudo firewall-cmd --zone=public --permanent --remove-port=4221/tcp

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="192.168.8.8" port protocol="tcp" port="4221"
accept’

sudo firewall-cmd --reload

Time Zone Configuration

By default the time zone is Asia/Taipei. You can change the time zone by editing CMS
Configuration file as below.

vi /home/cms/cms/docker-compose.yml

Change the time zone to Asia/Japan for example.

environment:

- TZ=Asia/Japan

Restart CMS server.

docker-compose -f /home/cms/cms/docker-compose.yml up -d

27

Lionic Confidential 2022 Lionic Corp.



57/ L I o N I C CMS User Manual | PU0020712

Security Solution Provider

HTTPS Web UI

By default, the access to CMS web Ul is not encrypted. Below describes the steps to
enable HTTPS encryption.

1. Edit CMS configuration file.

vi /home/cms/cms/docker-compose.yml

2. Add CMS_CERT and CMS_KEY to environment settings.

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt
- CMS_KEY=certs/server.key

3. Restart CMS server.

docker-compose -f /home/cms/cms/docker-compose.yml up -d

4. Now users can access https://{ip}:4221.

If you want to use your own certificate, you need to overwrite certificates by setting
volumes as below.

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt
- CMS_KEY=certs/server.key

volumes:

- ./certs/server.crt:/app/certs/server.crt

- ./certs/server.key:/app/certs/server.key

28
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Enlarge Storage

Follow below steps to add 100GB to storage.
1. Power off CMS and expand disk capacity to 200GB via VMWare/VirtualBox.
2. Power on CMS and enter below commands.

sudo parted ---pretend-input-tty /dev/sda resizepart 2 100%
sudo partx -u /dev/sda
sudo pvresize /dev/sda2

sudo lvextend -1 +100%FREE -r /dev/almalinux/home

29
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Trouble Shooting

Account Locked

An account will be locked for 24 hours if there are 10 password errors within 5
minutes. Use below command to unlock account bob.

docker exec -it cms /app/cms -cmd unlock -account bob

Forgot Password

If the password of admin account was forgotten, users can change the password
from the console. Below command change account bob’s password to 123456.

docker exec -it cms /app/cms -cmd password -account bob -password 123456
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