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sudo vi /etc/NetworkManager/system-connections/eth@.nmconnection

EET /B -y M)V ZEZBEHLET -
sudo nmcli c reload
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cd /home/cms/cms

2. CMS-200tar®7 74L& EEEDT 4 L7 MJIZaAE—-LET -

3. J7A4)LEAVR—=FNLET -

docker load --input cms-2.0.0.tar

4. N—=UaVEHERBELFTY -

vi docker-compose.yml

image: cms:1.5.1 --> image: cms:2.0.0

5. Docker #HitEL - E¥5E 7 TY -

docker compose up -d

Fe B —R—ZADNY I Ty T

1. Database # /home/cms/mongodb/backup/data.gz 12Ny 7 7 v T LFT -

cd mongodb

mkdir -m 777 backup

docker run --rm --network host -v $PWD/backup:/backup mongo:3.6 mongodump

--authenticationDatabase cms -u cmsuser -p cmspass --archive=/backup/data.gz --gzip --host

localhost:27017 --db cms

2. Database # 8t L £9d -

docker run --rm --network host -v $PWD/backup:/backup

mongo:3.6 mongorestore --authenticationDatabase cms -u

cmsuser -p cmspass --archive=/backup/data.gz --drop --gzip --host localhost:27017 --db cms
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11C | Threat Encyclopedia

@ Summary

Signature 10
Rule Category
Severity
Created Date

Update Date

B Details

Affected Products

Affected OS5

Description

Atlassian Jira makeRequest SSRF

BOTI319000

Web-threat

Medium

2020-03-20

2020-03-20

Atlassian Jira

Linux , MacDs , Windows

Atkassian Jira is vulnerable 1o server-side reques!

1t forgary (SSRF)
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Chen-5Shoo Les

1. CMS R—ZILiEEZEENL T »

vi /home/cms/cms/docker-compose.yml

environment:
- CMS_ADDRESS=0.0.0.0:4221

- CMS_PORTAL_ADDRESS=0.0.0.0:80

2. J7AT7 94— IILD8PortERH=E=ET -

sudo firewall-cmd --zone=public --permanent --add-port=80/tcp

sudo firewall-cmd -reload

3. CMSServer # &L FT -

docker-compose -f /home/cms/cms/docker-compose.yml up -d
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7% T 79%—7T http://CMS_IP I2&H < T L - CMS Portal ZfELNET -
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CMS Portal~n& 5> 2%
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CMS Portal

TR, FERAL S
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5. R—=&)L1—H—2054 LT - BFEEEOT A R ZEEBLET -

© LonicPortal & (VIN=E S ] |-

LAoNIS
TIA DY X b

@ FIRNAIADYAS
@ @sos
a 20

PFEFELA

182.168.8.123

192.168.8.107
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23

Lionic Confidential 2024 Lionic Corp.


http://cms_ip/

SZ LIONIC CMS 2—%—7« K |PU0020711

Security Solution Provider

k

JL

BIRBEDERTE

NTP D& 7E

T #— )L hOBEET » CMS (& 2.almalinux.pool.ntp.org @ NTP # — /N TR ZIE R % 17
WET - REIZT7AITNIPY-—NERETEEY * FCFERENOTAOEXTY -

l. BREIFANLERELFES -

sudo vi /etc/chrony.conf

2. 2.almalinux.pool.ntp.org Zfd NTP H—/NIZEEL F T -

pool 2.almalinux.pool.ntp.org iburst

3. Chronyd # B8 CTEHEAL 7 -

sudo systemctl restart chronyd

Tt

Firewall ®52%E

T4+ =L hDREREEETD Port AL TLNET -
e TCP port 22: SSH service.
e UDP Port 123: NTP service
e TCP port4221: CMS Web Ul.
e TCP port 4222: Pico-UTM connects to CMS via this port.
e TCP port 4223: CMS signature update service for Pico-UTM.
e TCP port 8888: CMS proxy service for Pico-UTM.

CMS (& firewalld T 74 704 — LB L FT - ssh OMENAREDFZSE ~ sshd D
22Port #2IFLEFd - Feolda~x> RTT -

sudo systemctl stop sshd
sudo systemctl disable sshd
sudo firewall-cmd --zone=public --permanent --remove-service=ssh

sudo firewall-cmd --reload
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BEDIP7 RLADMATsshEzfFEZEFT -

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

address="192.168.8.8" port protocol="tcp" port="22" accept’

sudo firewall-cmd --reload

FERORY Y —ZHIBRLET -

sudo firewall-cmd --permanent --zone=public --remove-rich-rule='rule family="ipv4" source

address="192.168.8.8" port protocol="tcp" port="22" accept’

BEDIP 7 RLAOKATWebGUIIZ7IERTEET -

sudo firewall-cmd --zone=public --permanent --remove-port=4221/tcp

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

address="192.168.8.8" port protocol="tcp" port="4221" accept'

sudo firewall-cmd --reload

B LY —2DEETE

TIA—IL MDA A LYV —2IE Asia/Taipei T - BETEFT -

1. BETTFAINERELET -

vi /home/cms/cms/docker-compose.yml

2. BIZE -~ Asia/lapan ICEEL F£T -

environment:

- TZ=Asia/Japan

3. CMSServer #BEIL 9 -

docker-compose -f /home/cms/cms/docker-compose.yml up -d
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HTTPS Web Ul

T4 —IL FDERETCMS O Web Ul (FEES{IEchBWNNT T4 v T -
NEClE HTTPS 2RI 50X TY -

l. BEIFANLERELFES -

vi /home/cms/cms/docker-compose.yml

2. CMS_CERT & CMS KEY #f8EL £¢ -

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt

- CMS_KEY=certs/server.key

3. CMSServer *BEEIL 9 -

docker-compose -f /home/cms/cms/docker-compose.yml up -d

4. https://CMS_IP:4221 THTTPS 2L\ &F¥ - CESOIIRZZERAL W55 &
EZBLCAIIREZ LEE I A EMNRVETY - AAE FEEDEY T -

environment:
- CMS_ADDRESS=0.0.0.0:4221
- CMS_CERT=certs/server.crt
- CMS_KEY=certs/server.key
volumes:

- ./certs/server.crt:/app/certs/server.crt
- ./certs/server.key:/app/certs/server.key

26

Lionic Confidential 2024 Lionic Corp.


https://cms_ip:4221/

57 LIONIC CMS 21—+ —#1 K | PU0020711

/ Security Solution Provider

AML—=UDEM

TseDa~x>Y RT1I00GB DR L —CHBMLET -

1. CMSZY vy hH T2 L ~ VMWare/VirtualBox # L T 200GB [TEEL £ -

2. CMS zi&E®L ~ Paepax>Y FZAALFT -

sudo parted ---pretend-input-tty /dev/sda resizepart 2 100%
sudo partx -u /dev/sda
sudo pvresize /dev/sda2

sudo lvextend -1 +100%FREE -r /dev/almalinux/home
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NSNS a—FTa245
ThAYY bOvbH ORRK

NRAT—RE59ARATI0OREBE-=HE - 7THU Y MNMESHBOvIEIhET -
Tsna<x Y RT7Hor hOv I #BBRLET -

docker exec -it cms /app/cms -cmd unlock -account bob

NAT)—REShI58

BEEODNART— RERNIEHE  FaLOIYY RTRRT— RE T123456, 2EBL &
g o

docker exec -it cms /app/cms -cmd password -account bob -password 123456
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