SZLIONIC

rity Solution Provide

EREFH
Tera-UTM 12

A 1.3
SE#HTEHA 2024/06

cLNLN-Be1d)L

E!
(0]
=
n__._

Lionic Corp. www.lionic.com




57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

Tera-UTM 12 {EHF

hi i BA
© 2024 BEREBRHAERAT - REMA
iR

BERXZBRCEMER

REEMN

IBIRR R E H AR F M PPt A0 R /f2 B TS /B ORI S E R HEENMR - AFMY
AEEI 2 EIMOEIRIEERR - EUCHS E S H LR B ETE NS B IEILERIERR -

i IER 42 S eERERHARAT

558 sales@lionic.com E:E: +886-3-5789399 {&EHE: +886-3-5789595

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

BB IEBITTTH ..oveoeeeeeeeccece s tasessesss e s esssssesssessssssesssessssasesssessssasessssssssssesass 3
THEEMEIEL ..ottt ettt s st ss s ssseses sttt et sane 5

BRIBRAIES ......ooeeeeeeeeereecreesreseese s s ssesss s sas s s ssseses s bbb bbbt bbbt sane 8

FRIBERRTE ...cvvvvvveessencesssessssssssesssssssssssasee s ssssssssee e esssssss s 8
TR FZER ..o eeeeeessen e esesssssese s eessssssse e ssss s 9
BEIBLA IR ......cveececeeeaeeeeeee st sttt s st sttt bbb nees 11
FERIETU oo eeeeiesseee s eeessssse e esssesss e sesss iR 11
LAN ettt eeeeeasse s eesessssse e sessssss e 12
DHCP et eesiesssee e sssesssses s esseess s e 13
TERTURBEE RS ..ot eessisssee s esss s see s R 14
BRARIE R ...oovvooeeemeeeeceeeeiesssseeesesesssssssee s ssssssssese s ssssssss s sess et 14
BEIETRB oottt e et nees 15
A2 ~ AMRBIE ~ TREAIEIEIE oo ssssssesssessssssssssessssssssesss s ssssssssnese 15
BIFBETEE ..o ceesissseee s sssssssss s sssssss s sses s 18
BT ISR coveeeeee e eeeeeessneeeessssssssee s esssessssee s sssssssss s 19
BIIMI ....oovoeeoeeeee i eeesiesssese s ssssessssse s ssssssss s s 20
SSLITSL BRI et eeesisss s esssesssees s sssssssssse s essessss s s 21
BEZLADER .. ceeeceeecereceeeeeeaesscssessess et s sttt s st sees 23
THEZARBITE ...ttt st st ss bbbt sasesaes 25
VPN fEIBEER ..ot eeaeeeasessessessess s ssessessesessessessessesseasssssssssessssnesesessenssssssessenns 26
FRIBEETE ..ottt st 28
BB B ATt eeeiisssee s esesisss st 28
TEIBRER ..o eeseeeass e eessasssee s R 30
TBIRL oo eeeeeessseee e eseeess s ees R 31
B R B AT oo rsiees s aee R 32
BBAT) QUABREZTE ..o vvvveeeemreeeseeesiissnees s sssssisssese s ssssssssses s s bbb 33
B DB oottt ettt RS RR R RR R R R R R R R 34
BT LA et eeseess s 35
BRI T Bttt e e s 36
2

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

EAEEERINE

B EIRARIE L Tera-UTM 12 -
7 A8 B AR B0 — I Fil A A S IR 75 R FE S IR (R RV BUB W AR IR i B IR B _E E B R eR/ SRR
HESEREIR (LAN) - S—IniEA Tera-UTM 12 BO9MRAER:E (WAN) -

3. BB —EEBRK—IREA Tera-UTM 12 RMAERE (LAN) - B—IniEAEE/ S
RIAES IR -

4, HEE/ZHFERE IP WM FERE :
e |P:10.254.254.50
o FHIIIEE (Subnet mask): 255.255.255.0

5. WRETHE  FERAMARLESRMAE http://10.254.254.254/

Welcome to Tera-UTM 12

Tera-UTM 12 BA

6. BEASHENE BAESER (MERSES ) EAMEEHTE -
BAE - FBE [(MEARE] BEExK Tera-UTM 12 &Y IP &% -

LIONIC © e e

Lionic Confidential 2024 Lionic Corp.


http://10.254.254.254/

57/ LIONIC Tera-UTM 12 &AFM | TU0090701

Security Solution Provider

8. 1t Tera-UTM 12 HUSAM IP it - BFiFEE/ZHM IP REKE - F%& - Mol

BB TAABREGEEESNE

o B Tera-UTM 12 HEF/FHENGEE—ERBMEE THWIAE IP A - AR
Tera-UTM 12 LAN ImHIZEE/S#OILIEE http://mytera.lionic.com/ EHRE
ARSI TE -

e E Tera-UTM 12 BIEAE IP-EB/EHBBRIIN—HELA IP E L HERHERE -
BEM DS BERL http://10.254.254.254/ W ABEZEEINE B [BER4E
] > (EiniEhH] BEEER [FEUEFRISE] - siREE/EKHOAE IP A [FE
EHIBE] - SEREREE - R Tera-UTM 12 LAN ImRIEE/ SO LIER
http://mytera.lionic.com/ ERZHEZEHITE -

LIoNIC o ur B

Lionic Confidential 2024 Lionic Corp.


http://mytera.lionic.com/
http://10.254.254.254/
http://mytera.lionic.com/

57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

T BE Rt

BRI
[(ERMR] SR Tera-UTM 12 BEBTTIRRERAKESTH - BI2WAER - ELXEBRE A
EETHARERELES

[,%Hﬁf%,%ﬂft%] o] DUFA%EE Tera-UTM 12 HHMIARREERRE - BIUIEE WAN IP AI3Ea975 30
HFABUEIRTFE Tera-UTM 12 B9#ZEHIIAE -

[ 15 4R S
[REAE] JLI#EZE Tera-UTM 12 AR ERRE - AR [BEERN] 75 (B
FHgRE] ® - JLREFRREB IS EIREE -

ZERAE :
ZERA . RESHEZZMENENAITRE - 2205 5% - ARHE - B4
PREE - BrKiEss -
BRioit  BASIRLZZREIERINITACR -

ot
N
|
pill

EFS

ﬂlll’

RRE :
VPN : BZEIEH Tera-UTM 12 RURGESEEZIERITEIMEAEE - oJLIRIA VPN
EARERINAE - BITEN R B AEE AR ERIARESER

RMEE A EEJLGRRESIEAARTE  EEREEE - ARSERRE - B
i - wh/ERRE - BEHFS -
MIE : ISEmMRHSEREARAFRINE - AR ITE  m<5T

Lionic Confidential 2024 Lionic Corp.



SZLIONIC

/ Security Solution Provider

Tera-UTM 12 fERSR | TU0O090701

Tera-UTM 12 HETTREHEEKESTNEZRUILAERN -

at - MEERUAREREES -

LIONIC
n Tera-UTM 12
BAERE o ommses
[ <2
" .— ul
- = 0 ¢ 0 ! 0 -
o Bk
EY T ARREHH
N TR
» EEEs % Rk | =
% 9 |
THnE
A@ns -
0
= B EEES | «
. 0 ke I -
REam

BERMm-EE 1

HBIEEERR . B Tera-UTM 12 # FREIME =g RlpiE s
ERIEHSE -

LEPHE : B Tera-UTM 12 iEHEREINEZE=4HES -
REDIRE R BHNEEENE - BHEBR OIDURRE A EINEEN
ﬁ o

BLZRBZHT : At SBEL 2B ENEEENRNE L -
BEREB T -

BERANER  BZXEB

= 20K

C

LS

HE - BEREE - HERM

BIRLZ =R EINEERA/E A
B EHSZERAE

KRBRAIXREZHS L =8R8k

Lionic Confidential 2024

Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

LIONIC
RERIE T wEER
n Tera-UTM 12
AR
513 myTera 7

MAC |
@ e im0 |

=k
tinm
W wam Eipsse St

L ELE 2 :
I Eas
RS REEmNE = 2EE e

21% 13%
[ e
® GES
s
mo -
_/\/\ /\_/\-\

BwRIR-EH 2

]

BB . BERAS Tera-UTM 12 B _HE/ T 5 E B (E )

HEEM : B Tera-UTM 12 WEBETE ( O1EE] ) MAC At - FSHEARES - 3B2RR A -
RIELZEHEINEESEIEMRAE - FEREEMHE - HEEEEFEHMHE - WAN IP A7k -
Z%EEE - 2B TRE - scEREMEEBAHE R CPU HHRX -

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

HBRERE

T [#EsE] BEEE EREJURRERBRIEEZERBES [BESE]
[FFRRMIL] 32 [PPPoE] LUETT IPv4 = IPv6 WECE - EfEAEBREH
Tera-UTM 12 5 FRERAVERIRTLZE [BHENEUS] - W0FE [FFRRNIL] 3¢ [PPPOE]
REE - BaRERGHERZIAREES -

LIONIC

ﬁ Tera-UTM 12 -
o EEiSE

= EmEE

B

BEEIS : 28 DHCP BEIEUS IP full - S Tera-UTM 12 RIRRABHSNIR
157

FBARMUN : BTMA LR IP USSR -

PPPoE : BETTEA LN ERERERHET -

VLAN : & Tera-UTM 12 #3F % VLAN RIEHS - ol L8 A Tera-UTM 12 FRE
Ay VLANID -

* f55L E1E PPPoE EREUBEERASTFIEFIFE( ACL ) EREEAERE Tera-UTM 12 @EZHINTHE -
HERBRREANRR [BiniEsl] EHRA -

Lionic Confidential 2024 Lionic Corp.



S/ L1 ONIC Tera-UTM 12 fERFf | TU0090701
/ Security Solution Provider

N\

= i 22

AR Tera-UTM 12 RRMERE ARRIERR - FRRERK " E4EE baok
BURA IP i, BAMEERINHE - EFEEEG (MR ) FIEER
PEFITE - 50 Tera-UTM 12 DIAAE 1P MIHEEARARE - BB UIRAITR
[[=iniZEHl] &E

LIoNIC LI

ﬁ Tera-UTM 12 @ JEEEE

e

=10 226 - 2 A& DNS RS/ FEUEHIS E

1% DNS BR# ( DDNS)
& Tera-UTM 12 ERAKTE 1P fites - TILEE (84 DNS IR RRERERE
JEEH Tera-UTM 12 B30 1P RIHHAORIEE -

£B17M DDNS RFHEESPFTEHBZEE  FRREEEALNEAL
ARFSHIER : %12 DDNS AR#5HER (HeEl)-
FHBE BAPBROTHEHE -
EREZE D APBNERESRHE -
B MAPBNEREEN -

2@ N [ER] WRAHEIRR DNS BR#SINEE - BlolBBEIEMN TR B EILEmERE
Tera-UTM 12 RAEZHIE (HBE2)-

Lionic Confidential 2024 Lionic Corp.



57/ LIONIC Tera-UTM 12 &AFM | TU0090701

Security Solution Provider

* R

1. BAEIEXE No-IP #9 DDNS AR¥ -

2. BEMAMKES IP iIitciE05 - DDNS REMHER SR EZREEN - 62 MNEIEATFHEZHER
£ Tera-UTM 12 - BHEIERZBEFELR -

3. & Tera-UTM 12 EFAMAE IP HEAKASEEEHRAR - FEKHEsE L8 E DDNS KiEHE
#%% ( Port Forwarding )«

FHUZHIBE (ACL)

HEESNBARER - Tera-UTM 12 TRRERN " RAEE FRERELFAA IP i, EAH
BIEGINTE - IFLUMIEREREER2IEBZEGINE - BIRE P AUH I8 2 7 BEH
BE (ACL)-

LRR—  RAE [FE] -
LR . BIMEEENLE IP UIHEABAE -
L= e [EH] -

EHEARABEINEEAS IP Ul ( AIUISNREEEERABFE IP It ) SJUERE
BIEHSE (fBet 1) RRFFMBEMIKEERE Tera-UTM 12 -

* B RAERERZEN B (FHUZRIEE] FRK - (22ER] EEIRAARAER -

O Rnam

o ERTA

EiIniEhH -2 2 EAR

REER
B [Z2E4&R] & SEEEEA HTTPS E&RE Tera-UTM 12 WARBZESITE - DURE
BABBSEZERAVEN - B [FIEHBE] FAK @ [ZR2ER] SREIRA -

10

Lionic Confidential 2024 Lionic Corp.



SZLIONIC

/ Security Solution Provider

Tera-UTM 12 fERSR | TU0O090701

HEET :
Tera-UTM 12 X iEmfEE

LIONIC

r) Tera-UTM 12 _
1 GRS

= G

& 190 48

IRT - EREURKRBREZESNERES -

- BEERN

£ [BEER] T Tera-UTM 12 EEHBEINEE
IP izt - 548 A Tera-UTM 12 FERZE -
42 IP sk, ABSHRE

- BAHRER
7 [BEER#HEED]

HEEE Tera-UTM 12 R "B —

ERECHEFENERE [EM]
SRR BT T EFEENE

T - Tera-UTM 12

Ll
. comm—
.
& I AR B AR AR

ZY LAN Ink&RcEE DHCP

BEEEE Tera-UTM 12 1R TBERCEE %

BHEREA -

AUt DHCP IP fuitAc3s MESEHTNEE - @5
4 IP A, IR R

- Tera-UTM 12 S EEMREMBIEINEE - BEBIED

M EEE AMEZESGTE -

11

Lionic Confidential 2024

Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

LAN :
i [BHRzmEN] - EHAEEETREREMAE P #K - HElEHEBREABAERR
£ [EM] DHCP ZIRRESLEEE AL 1P At -

LIONIC

‘ ) Tera-uTmiz v (ISR

w EEE

0 ——
s e P

wemm

I EERE

THIEmS

B =i A% NAT BB LAN fhis@

B AR -LAN IP

- # NAT B8H LAN {UitERE
£ [BBERER] T EAEEETREE NAT BH IP fk E9MEENEER IP
AEZEE NAT BB - FEZREEEARAERRME [EM] - Bla/EA -

12

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

DHCP :
£ [BBEzIEI] F - Tera-UTM 12 BERRH DHCP IP fUitfcEEIhEE - & Tera-UTM 12 #%
HEEEE—HINED IP ABRIBIER - oI DUEBILIEINEERZFAA IP M4 E LAN

ImdE

LioNIC

Tera-UTM 12 i
ﬁ H EEER
o EEE
& —

= DHCP [IBIERE

o=t g

A

B e
RN
THuSNE

W e

o R
i TERE R B (it

@ Ve

MAC 1P ik imik (Er)

& 154 5%-DHCP

DHCP f{al k#3852 %E:
RRFR : BUR / f2F DHCP fRRESINAE -
04 1P MIHIBARESR 1P it : fREB (BB > [LAN] > [BE4BEE 1P %] FE
160 IP fiIdir3é7 DHCP ARSBRESZMN IP #E

ARRE(RER{LIAL:
ESAFERBEE IP UL IEERECREF  ofLUSZEEN MAC AR SRR
B IP AIHHEABAERRE [EF] -

* e REBEURESFEEERM IP UMRRES SIS EIREERY IP ULt -

13

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

BN IR EEE
f [BEHRzEN] T - Tera-UTM 12 sEiRRERIRERIEE - EEBERBIMNIREFE
LAN ImZc &R - o] UERICIRTIRER ESMER BN R E R 2R EAEL 1P Uit -

LIONIC O NE
n Tera-UTM 12 e

B 50 £
=

C1%)
© sIsE
T SR
con
o 2R y
SHERimEE ISR AER 1P {24l HE it (s7im)

& I A8 S - AT SR B 3%

ARREEEA -
£ [BEHRmER] T Tera-UTM 12 BERHFRERING - EEFEERARBERR - I
fEFLEINEE -

LIONIC .
ﬁ Tera-UTM 12 1 [EEEeE
FR—==d
© PR
FPEEIRERIQTE e
g = ik :
TeRsas V A V o m
o EeEm

» EEEN

& I A S - B3 AR S R

14

Lionic Confidential 2024 Lionic Corp.



SZLIONIC

/ Security Solution Provider

Tera-UTM 12 fERSR | TU0O090701

Tera-UTM 12 PUFEE &

ZERA

/~/\/ JTHE'T/\_j(féqﬁlz)\j '_Ijj

- BEARAL . EHEPRALREREIBKRESESR
- ARKE : EHEPIRR AR KRBT/ IEEE

- BEHBMEE

EIRIEELyiyil

BRI FENEFE KL ETEEAR -

i [Z22RA] BEEIUDRIB=AELEINEREZENERE

BhEEThAE Bhes 24 AZpE BEMEMEE
RXFA R / = A / =R RA / =H
e fobr / AR EMRIR | A8k / ORI HMEE | A0k / BRI EPEE

FRIEZ W AR - FRIZH
EERLLn EHRERFRSERNE | EEF  HEENER REREME
AR TE
o FHER fHE2 DoS ~ WE IR A SNERE L E
BRRTFIE PCAP
B&E 248 MRERERE | 8 MRARERTE | BR  MRERERE

15

Lionic Confidential 2024

Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

IT' IQ.?'I.IC o= I+

€ rera-umanz n EEIRA

s

6 S

REE

BEM

ZE2RA

B : BRI B ERRELEEINEE - TBRARA -
B : BRRELZHEBR Tera-UTM 12 HREVHIEN(E -

o fE  EBTREESHR [ELLiE -

s R EKE  BrEBSHN (Bt IRRRSEE -

- iR HFRE - BREESHR (B4t TRENENHEEER -
FRERRSENEREESR | R 7 REZFEMA RN RS RS ES
Tera-UTM 12 tEEBERRBENEIRRBE R EETLEE £ Tera-UTM 12 5
BNEEEERIINEREEEEE - AL SEESRERENREREME -
PHIZE SR AR | RUALLINEER » Tera-UTM 12 B9 [ARRHE] BEERIERBAREE
AEAKXMNTS - ERENETEBBEMNER - Tera-UTM 12 SREBRERER
[(EL4ctE] BRsEMEEER -

PHIEERS : RBUALLINEER « Tera-UTM 12 B9 [ARME] BEERIAFEBMIBE
REWEB W ETHEE -
PHIEBAMIRIRHEL DoS ME .

o [jj1l- TCP - TCP (BfiHE45 ~ UDP ~ ICMP ~ SCTP ~ IP {737 S A @I 3471 DoS

W8 -

o [HEMXAREREHRAFCUNEE -

e [H#E TCP SYN scan ~ TCP RST scan L)z UDPscan ZEi:[URIFIEE S -
BINEBEMREFIE PCAP : BIALLINEEE - Tera-UTM 12 &% [ARBE] ERIF
BERRGEEGSSEBENIE  MUERESITERA -

16

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

REBEABINIENE | REEABETRENTERRLUR EEFEHETRK -

LIoNIC © w1

MISEE

BRE : E Tera-UTM 12 WEZMEINEERE F L2 WERAIEE M ZEENER
5 - ofDUBBRBEREREESER -
« MEARERR - FE [(BERCH] BEPESHBIRHREENS i
&’ RME[+] WABBE -
- BR - MERERERA & [Z2RA] BEAPRKERERR - Balll#E
ICEEMREEaRERA -

17

Lionic Confidential 2024 Lionic Corp.



SZLIONIC

/ Security Solution Provider

Tera-UTM 12 fERSR | TU0O090701

iubEE i

REBEHAERENWEIZR/ME - #5 IP ML FHR B2t BRI IEERINE 254

=
oo °

LIONIC

€) rera-urmnz W =emE

o R

© s —

3 e —m

E7Es ]
» 8
i o
BEIREINNE
W S
BR=E B
M
e »e
43 gl Lie
5

im-%_ . Fnﬁﬁﬁitbf@%jﬁé °

S e (] mEedr/ARE -

THR=EAZEREE -
LRI - BRE [RERY] BRBEN -

Z 2R A-th 3B 55

& g e

Q@

BRE  RECHREEZR/MEINMMUREANIIMIBZE

Lionic Confidential 2024

Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

BAKiaE
FR=KELPFIEINEEIS - Tera-UTM 12 X EBEARIBIKAEINEE -

LI NI s
- " weRA
wEER
B —_—
# &
*
D @@

Z 2 RA B

SER— : BAMKIE ( FERBRA ) -
LR BB [+FMERAN -

L= HASEREE -

SR : M [EF] #RBEN -

BhKifEEe E &R
2 EHAEBERKERRIZHE -
RYA : SERIRZIRED KGR AR ARG / =R -
it TR AR KRRINSUHEEERE TR [ERAH] P -
% : TCP / UDP / ANY -
BRI ~ RRIE - BRYAINE - BAVE : IEFKERNEZRARGE -
BN . oFF / MHE - REFSKERINWEREEL T -

19

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

BI4h DS
i E AR IEE E ZBIIMNEIE D - 1 D A B /ot al = B02R L EARZ AR Uh 2 IRV B4R

LIoNIC °o® 1

. } Tera-uTmIz AL
W =ZERE

N EEN

22 2R A - IS8 TIE

HB— B
LR ®

FEFE MR LA IR ALY 1P AR A B EAEAE -
[+F718] BEBEN -

>

+H§*«“§

* R B ABRBIENARRZEEREEE—EL LrEES P LERBIARRER - ERGAAEERN
IP AIAER R ARFFRERLL - RAASTT B E AN L F AR -

20

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

SSL/TLS *le IJ

RUA [SSL/TLS #&8l] % - Tera-UTM 12 sSZ#RI&E SSL =k TLS MEMFE - LURFE
B HTTPS MWIaRHNZEM -

* fEL

LioNic

RUA [SSL/TLS ##&fl] BEFERBEWmEE  WERSMEI D BRARAFAEREH -

(’i uuuuuu M2 u EpEE

Z2RA-SSL/TLS 1A

BLF : BYFRskf= A [SSL/TLS #08) - Fese A= -

HTTPS %18 : oJB5] HTTPS % ?@ﬁﬁﬁﬁ BB FERRS 443 - BEREZEE
R A", ER-

BRZE . BEEMABZRER  Tera-UTM 12 BSAZRZBILNINZREE - &
AR EAFEMNZ A - IR EENMBIEMABZE -

o MULEER : Tera-UTM 12 RRHEZEMILFEINEAERERNEIR - ERARE
B2 "Finance and Insurance ; 1 " Health and Medicine , - 115 E AL 48
AIMABEZERE  FEz0BEEENRILER A RERNEEE

o UL : REGEAEBERU B EENRILAIMABZE - BIEEH
EMIIEMNABZEE - ZAILESESASEaRNER e

TERE : o M E Tera-UTM 12 WIERBRFETLEAZTNEER - ELNWEEEHE
KB Tera-UTM B9 HTTPS 4R -
EARE  ELNASEES CA REEQRE JEAZE Tera-UTM LURHERESH -

DA

=

21

Lionic Confidential 2024 Lionic Corp.



57/ LIONIC Tera-UTM 12 &AFM | TU0090701

Security Solution Provider

* R

1. HBHi] HTTPS EREAMNERRR ERERETRKREE BERR( 2 FTP B/ Port 20, 21 3
SMTP FiRY Port25 ZERIE ) MR BHEHEFRERE -

2. BIRFRIA [SSL/TLS &Rl BAAERM - Tera-UTM 12 EB SO SEEHMAEIRTE ( Google, Apple,
Microsoft & ) fiIHtIMARREE -

22

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

# Tera-UTM 12 RAZIEZEEZ R - HEANEBEMSREBARNERZNE
EeRNEH BN [EXicix] BEE -

LIONIC os

BELAcH

EELLZE CSV : A AL REDL AL CSV & -
B&E : E Tera-UTM 12 NEZ[HEINEEHIR 2 2RIERNEE M REERER
5 o ABBAREERELSER -
« MIERRERA . BE [(BEXCE] BEPESHBIRSGEEENSHLE
& RME [+] WABRE -
- MERERERA : £ [ZE2RA] BEPIMREESRERA -

23

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

LIO\l 'C Threat Encyclopedia

Webshell.PHP.Hydra Inbound Connection

B Summary

Bicir-RBAR

C EBER: E AEWE NEREHT - HREHE 1D INENHENROHTH
RARTTE -

LIONIC OBE |-
n Tera-UTM 12
» REACH
= mEs
AW
© WIGmE -
H EMan ;
) PN 1o & HHECSV
N
= i =8 gl e o - A2 b PCAP ©HEN
& sean am PR =S8 BHOR 8 T WEED MEYE R i T
10254254189 55412 30152104220 8080 WITP 6010831200 gh HTTP Basic Auth DofGult Password Login (admin) - 2 BLOCK b2
f U v B v
= 3 10254254180 68080 139152104220 BOS0 YT 8010831200 High BLOCK "
TRATHR
= 2024/01/18 03¢ 10.254.2540 52520 30082104220 B080 HTTP #oh BlLOCK L
W B2En ’
2024/00/18 031 1025425410 52518 39152104220 8080 HITP 8RB0 Medium BlLOCK TR +
LRG0
2004/00/16 31 10.254254.10 52519 30182104220 8080 HTTP 00027101 Critical sloc L
amns
2024/01/18 0:31 10.254.25400 52518 138152104220 £080 HITR  80N318C00 Maodiur Atiassian Jira mokeRequost Sarvar Side Request Forgery  BLOCK R
@ VPN
2024/00/18 -3 1028425410 52580 38182104220 8030 HITP 801276100 Modiurm WebisholPHPHydro Inbound Connection BLOCK 12

o FnwE

& RRIA

BEZ4ix-PCAP NE

- PCAP HETFH : E Tera-UTM 100 #H A Ry K PEIE S 408k - B8 [PCAP] > [F
] TRSHEE NEIE—L D -

* e B (ZE2RA] > [NREE] > (BB R RFEE PCAP] THEERR -
24

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

TEx4mERE

Tera-UTM 12 ol DIt fl T4l 248 = ARV @B ER € - WHE] Z2[hER
RILATZEI58 15 3851 I o] sk RV INEE

LIoNIC o In

' Tera-UTM 12 N
| o 2

R

Block IPRUIE 005 192 168,885 218850 81 . @ |

o [ ]

O BEEN

B =arm

ZEHRA

ZEA

STB—  MAZEMMENEE (FARBKREA )-
LR BB [+FMZRAN -

L= EASEREE -

SR : M [EF] #RBEN -

MRAIFRERRAA
RIF - BUA / FRFrEZ=ZHEA -
24 B 2R -
IR - BAMILE - 326 ID . BE] L2 RAINERIEHE -
ik - ZRITERLZERANSHEZEEZR IR [ESH] -
ENME . oFF / MHEE  REFSLZRANEREEL
AmE : RRELZERANRAAYN D RIEWHK
ThEEHS : BRELZZRARARIINBELRE -

25

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

VPN f{al iz 2z

2L Tera-UTM 12 RUBGESERERITEHABE S AHBERABIORE
o] DURRA VPN fElfkRzsINEE - &8 VPN &4 - A% Tera-UTM 12 LAN In#d

A

R BT RER B E L EIIBENIRE °

LIONIC

r ) Tero-utM12
® VPN

LR
o s
LR
sanm

. VR

o m

VPN fEl =8

B :
MELZE WireGuard RFInERENEME AL EINBERRE -

RELER
HE— : BUA [VPN EAR=8] -
SHER T - BhEE [LEETIEIERTERE] -
HER=:
FHIRERFH FIREEE B2 B~ QR Code] 1L WireGuard A FEl%FE
FAEH1RE QR Code BB -
ERERECLSKERE B2 [MF)] IEREEEA WireGuard AFEIk
ERAERALSERETE
SEHRTERE  AEBE[MEA Tera-UTM 12 WL EFEINEERIFMR WireGuard BFEIRZ
3%E% VPN ZE4R[E Tera-UTM 12 -

26

Lionic Confidential 2024 Lionic Corp.



S/ L1 ONIC Tera-UTM 12 fERFf | TU0090701

Security Solution Provider

\

* fEL
1. BRAFEE Tera-UTM 12 EEREERE DNS Ax#5 ( DDNS )- i55c5eal DDNS REEBRE VPN @
Axes -

2. % Tera-UTM 12 RIZRRAIEMHE @ BEKHR LREBMIBERXE Tera-UTM 12 B9FAA P fullt /
Port 51820 - WF#NEL WireGuard FIFIRIERIRERE - iSRRI UU LR EAESS IP Ui EHS

7 -
3. BEMEA VPN WBRTRRESEY - BHAERE WireGuard FFRE LB/ VPN i -

% VPN fEliR=3RIFEEREE
A [EE8E] 2 VPN AEiRs3EAZEERET VPN EGBFERIMAA—RMBWET 8B
iR Tera-UTM 12 ZHUAEES - 3BLURST VPN fAfRsIRKZ 24 -

AEEE
1. FMEIZE WireGuard RFIREREZEN Z8EREINEENEE -
2. THEIIZ%E Google Authenticator & OTP ERER -

HRELER

SE— . B [VPN EiR=s] &k [EEEE] -

SHEE T - BRES (L EETTHTRERE] -

HER=  MERTREPHN [EERE QR ] -

SO . ML OTP EAEXIRHESRE QR 1% -

HERA
FHIRERFH FIREEE B2 B~ QR Code] 1L WireGuard A FEl%FE
217 QR Code BBAIRRAE -
ERERECNSKHERE B2 [MF)] IR EEEA WireGuard AFEI%
ERAEALSEREE

ERDR
HER— : R WireGuard FIPI®mIER ~ &8 VPN ERZE Tera-UTM 12 -
SER_ B OTP BAREXDEE —RMRS -
TR =  DIRAERIB2RERL http://mytera.lionic.com/otp/vpn M7 A —REZRES -

SR EERER - Blolll VPN ERER Tera-UTM 12 FEUAEES -

27

Lionic Confidential 2024 Lionic Corp.


http://mypico.lionic.com/otp/vpn

57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

EIoNIC

€ rero-vmunz o B4EE

o

6 EERe —_—

HZmEE-KEEM

R

%48 Tera-UTM 12 WUEEBRGAR - R RESERRE -

BREE AR AR
REZIEAR REBN
fed AR B EENFGEESL:
[SEE RiECEH

AR REFERD R B BREARSFERER  BAERFENRE

RUFRRE . E5—XREA Tera-UTM 12 - FFHE D EEZ FERERNIRIE M EE
RUARES (Rt 1) MABMAELRAEE [RUA] - LIEMR Tera-UTM 12 BER M ERE
2 INAE -

REFRIZHE : Tera-UTM 12 ZEREZIHA 30 RERIREE - BERTARE R
ESHER (Bt 2 ) RIERMBEABAELRE [TR] BEIoEREEMR -

28

Lionic Confidential 2024 Lionic Corp.



57/ LIONIC Tera-UTM 12 &AFM | TU0090701

Security Solution Provider

* At

1. RERASAH 20 URXEHFHEN - HINERRTLIMABRE - BRC/WERERAS AR ES
B EMAHEAHENK -

2. FREERWEH 16 UANAEHFAN - ANEREIMUERRZERR - BEFETRMAREDEERER
Tera-UTM 12 - M EBEMEHEBNHERLE -

E N BT
FAR S E Tera-UTM 12 ORISR -

- KE : AEFEREUTEEMRE -

- NTP fafk#s : EAETERN NTP @Kk - JLUIBE NTP @R:=&ZEF

29

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

fal Ak =%

r] Tero-UTM 12

" e

@ EmEm

HpEE-AR=E

CMS
hREBEMRR( CMS )T DUt RIEEZ S Tera-UTM 12-8 CMS BESEAER CMS I
IHEABAELRE [EM] - Tera-UTM 12 BICJER CMS &4 - AFTK - FHMBE ML
HR S HENER -
IXE CMS fairZ3EN SNBSS SR EE M : ILEMETIRER E R EA BRI A BER AR
MERER - UEHEEFEK - BHBEEMEREEHENREK -
B KIREGISMNEDEACER LB CMS : BT CMS EFZERBEAME - Tera-UTM
12 8 CMS BIERELBNSEM - ARHE - BEHEBERES=AEZINEN
B2ACik - FRULINEER - K@ R AISMRAIEN S HACIFE E1E CMS -

Proxy

IR ERRES ( Proxy ) ol ARBN A B B R 2 RERAEA Tera-UTM 12 [0 Lionic MF
IEEmR - DR Tera-UTM 12 BIETENEZHEING - 28F Tera-UTM 12 IR
ERABEERT - o] LU Proxy MIHEABIAMELEIE [EM] Tera-UTM 12 BIT]E%# Proxy 1%
A Lionic ElmfRT - WAFTK - FHERRKRSES -

Syslog
Syslog falfkesoILIZEE Tera-UTM 12 RETER - BEABTTRE Syslog Az - &
RRIEREEEABAELE [EF] -

30

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

SNMP
SNMP o] IR M EREEREIE Tera-UTM 12 2FREEN - 5MAEBTRE SNMP
AR&Es (v2c~v3 MK ) FRZEREEBBRABMAELIZE [EH] -

LIONIC O ¥Eh -
n Tera-UTM 12
52 EhREEs SNMP
=2mm srm @
i T2 )
S s vae .
» ERICE
TEE MIB # & TH
THBARN
N =2 SNMPv2c
Lt bt
HEEE public
WA
St P iEE 1 + Fif

@ VPN

RinwE

AN :
[ZBX0] TheEnlUFE Tera-UTM 12 ERIZIEZE BN - BRBEMNUEFIHHFRIEEEHE -
gLl LINE sHEEZEZIEE LINE RS - BRI 2SN - thEEERASRRIERR - BB HET - 24
ERCRSENSENERSNHE - TFEEIEEEHE -

LioNIc il e
‘ } Tera-uTMmI2 o RiFEE
o

@ S

H ke

ki

| = 1]

I EeEN

LENa =5 it =i = EEEMmEn

o TR

S

LINE Notity

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

Es . EEBHIE - AwETHER LINE IBEABKES (P / =X / HX)-

e BB :3EH 000 FTLHBEMW -
e BH:8X 000 FLH®W -

SMTP falfk=s - EHIE - IRIREARTS : BHE KA RENSTHRE -
WiEE : WISZ BN -

PEBAENEALEREERHE [EA] DUSCHRE - WHE [AlE] & Tera-UTM 12
SRR ELIERRES S EE -

* wat  AREESEH Gmail fF5& Email BHRINZEE - BERA Gmail B9 2-Step Verification - WE17
App Password $EA [SMTP ZH5] A -

LINE Notify
2B LINE SEBHINAE - B4R LINE Notify =758/ LINE Token - 5
i Token EZEWAMEPIULLE (3718] - MALUD LINE App EIKEDFE BISRIBL -

LIONIC

R
n Tera-UTM 12 -

s
S M

31 Ee

W EEA MTP
" ' - |
Insats

e

HMmEE-@A-Line Notify

ASEH

32

Lionic Confidential 2024 Lionic Corp.



Tera-UTM 12 fERSR | TU0O090701

SZLIONIC

/ Security Solution Provider

[(BNA R BEEESEAMNIEIUEMGERNER - #E [EF] BIIJRIBER -

LioNIC
) roeummn o BRETH
L

B FESR

H

T

HREE-BMIEE

[+ EE] WEENEMNFEMRERE -

R ERMHIENBRETPFEFIENIRE -

>z

* 5L SREAIBRYD Tera-UTM 12 EEHEE - BEEAHEKTRHRE -

33

Lionic Corp.

Lionic Confidential 2024



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

HENUEBFERTE :

[(BEHRIEIRERIE] TEETI B Tera-UTM 12 WRIERE - HlUIE
RIBIREZERES  WER—aHEES Tera-UTM 12 LEIR - &
£ Tera-UTM 12 B5ER -

BELZ[NEIIBENZ 2/
SERES R EE D

LioNIC =i
rll Tera-UTM 12 o Rt
= Eé‘m L
- —— Bigeio B
H e B R LR m

EF T ER L EmERsEEE veEs

HMER-BNJERRTE
* T BEEKRE Tera-UTM 12 WK - B&FFER CMS -
34
Lionic Corp.

Lionic Confidential 2024



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

B ZTE -
MEEHE Tera-UTM 12 FEZTFHINMTEMNEAZRE - BEMRBIEABAEZEE [EF] -

LioNIC

n Tera-UTM 12 > BGEE
= &6

@ s

HR= v

- i

» EEEE

Irawme

W Esmm

ES N =PEREIB A

35

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

SHEHE

(&2 A5 EESHE Tera-UTM EEBEESEZHNE LFMNSERERS -

LIONIC o v

ﬁ Tera-UTM 12 o FEHEEE

i E A

& FmEE

ZpEE-EE AR

36

Lionic Confidential 2024 Lionic Corp.



57 LIONIC Tera-UTM 12 GEAFM | TU0090701

/ Security Solution Provider

LIONIC oms i

o Tera-UTM 12 s Z%TH
w EEE
@ PR —_—
o S
=0 ]

W T
LR
THEamE
U=l
[ 2 0

o VN

0 FGET

BEIR

EN =

Tera-UTM 12 12U T SRS HERRINGE :
R8T R : L ping - traceroute * nslookup INEEBEX A IEHREE -
L THE  EEEEEBIETINAE - £RABIZRHM Lionic BT EEKE -
2B B R2AETHREUERM S B HENBIREE -
BHEBEMN . T8 CEREBFEIE LIBIRAFEE -
S - UBIEWRE Tera-UTM 12 SR EBHEEERL -
FEREE : 1§ Tera-UTM 12 FiBERESEE M L MIERE -

*RE BEAN - HRESKAKEFLER  RENZEE NELER -

37

Lionic Confidential 2024 Lionic Corp.



Tera-UTM 12
Makes Security Simple

SZLIONIC

/ Security Solution Provider

© Copyright 2023 Lionic Corp. All rights reserved.

Sales Contact

Tel : +886-3-5789399

Fax : +886-3-5789595
Email : sales@lionic.com

Lionic Corp.
https://www.lionic.com/
1F-C6, No.1, Lising 1st Rd.,

Science-Based Industrial Park,
Hsinchu City 300, Taiwan, R.O.C.




